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Team
S
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Background
S
§ Standard strategies to identify multimedia
signals:

U Tailored: Feature Extraction Methods

0 General purpose: Robust Hashing (aka
Perceptual Hashing, Fingerprinting)

§ Usually reliant on one single modality (image,
audio)
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Multimodal Approaches
S

§ Monomodal methods. Two types:

0 Generic signals: images/audio

0 Specific signals: face images, fingerprint images
§ Multimodal methods

0 Combinations of two or more types of standard
monomodal methods

0 Multimodality affords higher performance
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The Need for Benchmarking
S
§ Issues

0 What is the gain provided by multimodality?

U What are the best multimodal combinations of monomodal
methods?

0 How do they perform in different scenarios?

§ Benchmarking
0 Helps to easily define multimodal approaches

0 Helps to routinely test & compare the performance of
these approaches

0 Analytic comparisons are sometimes difficult
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Benchmark Structure
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The SIMILAR NoE
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Project Schedule — =SS

§ 5 Workpackages, 4 Milestones

Weekl Week?2 Week3 Week4

WP1 : Benchmark Setup Y | Database

WP2 : GUI Development _— Benchmark v 1.0
WP3 : Tests & Debugging

WP4 : Documentation and Demo

Final Report & Doc
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Changes from Original Plan
o7

§ New modality added to benchmark
0 Hand images

§ Initial database not suited to project: decision taken

to collect new database

0 Face images (-90°,-45°,0°,45°,90°), 2 left hand images, video, speech,
hand gestures

0 Data also collected for Project #6
0 92 individuals included
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Benchmark Implementation

§ Architecture:

0 MySQL database

U Matlab source code

o GUI
» robust hashing/feature extraction methods
o attacks

0 Advantages:

o fast implementation

« flexibility and extendability

 interfaceable with other languages (Mex files)
0 Disadvantages:

e execution speed
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Benchmark Methods

§ Initial monomodal methods:
0 image hashing:
e iterative geometric hashing
e NMF-NMF-SQ
« PRSQ
0 feature extraction:
e hand feature extraction
0 audio hashing:
* Microsoft method
« Bogazici method
* Philips method

August 10, 2007 Project 12: Benchmark for Multimodal Authentication 11



———

eNTERFAEEY o7

7

Benchmark Attacks

§ Attacks

0 Image
« additive noise
e random bending
e print scan
 rotate and crop
» contrast enhancement
» simple chimeric
0 Audio
 additive noise
o delay
 pitch bending
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Some Results

0.9 T
=== multimodal

0.8
=== face modality
=== hand modality

0.7

Two Monomodal Methods
Face Image : Iterative Geometric Image Hash A
Hand Image : Iterative Geometric Image Hash B
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Some Results

0.9 T
=== multimodal

0.8 b
=== face modality
=== hand modality

0.7 N

Combined with equal Importance Weighting...
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Some Results

0.9 T
=== multimodal

0.8 b
=== face modality
=== hand modality

0.7 N

Each modality attacked with a Rotate and Crop
attack function ...
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Some Results
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Some Results

0.9 T
=== multimodal

0.8 b
=== face modality
=== hand modality

0.7 N

Tested on 92 Individuals, selecting one face and
one hand image ...
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Some Results
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Some Results . ———
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Future Work

\
§ Computational burden

0 Loop-intensive benchmarking: monomodal functions and
attacks need optimization

0 Remote use of database will distribute computational load
§ Addition of new scripts & functions

§ Reliability of decision issues

0 Monomodal methods are combined taking into account
the reliability of their decisions

0 Research is needed in this area for many methods
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Future Work

§ Certification Procedure
0 Fixed set of attacks (dependent on modality)
0 Fixed set of scripts
0 Systematic ranking of methods.
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§ Thank you
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